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Setting Up User Security Levels in Falcon 2000 4.50

This document will explain the User Security feature in detail and give you step by step instructions on adding
disabling and modifying users, and Security Levels. If you have any questions please contact PTI Technical Support
in the US at (480) 941-1513 or email them at support@ptiaccess.com.

Go to Protected Site Setup select ‘User Management’, if this is the first time you are creating a user you will see the
message below. It is a reminder that you must create an ‘Unrestricted User’ to prevent you from accidentally locking
yourself out of any functions.

*1f you forget your passwords and cannot open Falcon 2000 please call PTI technical support for help to get your passwords
reset.

Falcon 2000 ]|

Thiz iz the first time you have created a new uzer.

It iz recommended that you create and EMABLE one
Lzer of urrestricted accesz. Failing bo do 2o

could prevent you from acceszing User M anagement,

When you click on ‘OK’ you will get the following screen.

User Name — This is the users full name. This field is limited to 50 characters.
User ID — This is the login name that the user must enter at the log in screen. This field is limited to 20 characters.
Password — This is the user password required at the login screen. This is limited to 30 characters.

E Hew User | %]

User Mame [Manager —Security Level
UserID  [Manager " Unrestricted
[AdrminCwner
Password |Manager|
v ) Lewel 1
Enabled ¥ (Manager)
O Level 2
(Relief Manager)
Save | Cancel
& Level 3
(Roaming Manager)
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Once a user is setup they can't be removed from the system they can only be ‘Disabled’ or ‘Enabled’, to set this
you need to check or uncheck the ‘Enabled’ box. If you have to modify any of the user information you will want to
open the ‘User Management’ screen and select the user you want to view or modify.

Before Changes:

B Uzer Management E |

—a ity Level
|Dann3.-' Vazquez 111 User IC: |Manager =Rt =
] " Unrestricted
F fa F 1]
asswor | anager (Admin{Owner)
Enabled
fanis I " Lewel 1
(Managet)
" Level 2
(Relief Manager)
Save | Close | Mew Lser
& Level 3
(Roaming Manager)

After Changes:
B Uzer Management E |

= ity Lewvel
|Dann3.-' Yazquez 111 User I |Manager ECUFILY LEVE
" Unrestricted

F di 1
assword: [Manager {Adminy Owner)

Enabled v & i
'EManager}
" Level 2
(Relief Manager)
Save | Close | Mew Lser
" Level 3

(Roaming Manager)

Once the changes are made you will want to click on ‘Save’

Once you click on the save button you will see the following screen appear if this is the only user you are creating
then click on ‘Close’, if not then select ‘New User’

Uszer Saved!

To activate the security you will need to close the Falcon 2000 program and re-open it upon reopening the program
you will now see the following screen this is where you would enter the User ID and the Password with that
corresponds with the User ID.

*Passwords are CASE-SENSITIVE
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Once the information has been entered click ‘OK’ to enter Falcon 2000. You will also notice that in the caption bar of
Falcon 2000 it will display the user that is currently logged into Falcon 2000.

Configuring Security Levels

If you desire to configure ‘Security Levels’ this is done by going to the Protected Site Setup and selecting ‘Security
Levels’ upon opening the screen you will see the following screen.

B Security Levels x|
Uniits IManuaI Operations | Backup/Restare | Reports 1 | Reparts 2 | Site Setup | Pratected Site Setup |

Unrestricted Lewvel 1 Level 2 Level 3

Unrestricted Level 1 Level 2 Level 3
Fent Unit L) [ - LH
Wacate Unit i - i i+
Transfer Unit » - - o
Copy Unit lal e i i+
Suspend Access e e i s
Un-Suspend Access o . i i+
Edit Uit - - - o
Urit Size and Price - - - (O
Edit Tenant £ - i Lo

| | Customize |
W Close Descriptions

From this screen you can setup the Minimum Security level required to view or execute the function or reports. If
you set a function to a Level 2 it requires users to have a minimum security clearance of Level 2 or higher, and Level
3 users will not be allowed to execute the program.

You can customize the descriptions for each of the Security Levels by clicking on the ‘Customize Descriptions’ button.
Once you click on the button you will see the following screen.
B Secunty Level Dezcnptions |

Security Level Description

Unrestricked: Im

Lewel 1! |Leve| 1

Lewvel 2! |Leve| z

Lewel 3 |Leve| 3

Save | Close |

The customized description field is limited to 20 characters.
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The description is what you will see on reports and screens. See below for custom descriptions.
B Security Level Dezcriptions |

Security Level Description

Inrestricted: |.ﬁ.dmin,l'0wner

Level 1: |Manager
Level 2: |Re|ieF Manager
Level 3: |R|:uamin|;| Managerl

Save | Cancel |

Once you have saved the Custom Security levels you will notice the new descriptions are displayed under the system
descriptions.

B3 Security Levels x|

Units | Manual Operations | Backup/Restore | Reports 1 | Reparts 2z Site Setup IProtected Site Setup |

Unrestricked Level 1 Level 2 Lewvel 3
Admin/Cwner Manager Relief Manager Roaming Manager
Tirne Zone Setup ol i - -
Holiday Setup e ' - i+
Edit Relays to Trigger e i - s
Edit Base Unit Sizes|Prices e ' - i+
Send Al to Falcon - - - o
Retrieve All From Falcan - - - o
Edit Company Settings e i - s
Print System Setup - . - i+

Save | Cancel |

After setting up a new user without unrestricted access whenever they try to access a function that they are not
authorized to execute they will see the following warning message informing them that they do not have access to
this function.

Falcon 2000 ]|

Q Y'ou do not have access ta this function.
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